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Overview

DM NAX™ Audio-over-IP (AolP) solutions are built on AES67 standards with the additional ease
of configuration via a web interface, SIMPL, C#, and/or a RESTful APL. It is compatible with DM
NVX® endpoints through an AES67 secondary audio stream, and also with third-party AES67
solutions, including Dante® devices via the AES67 Compatibility Mode enabled in Dante
Controller.

Features

¢ Scalability: DM NAX systems can scale to meet any demand. DM NAX supports up to 32
NAX devices in sync. In addition, DM NAX can support any combination of units for
additional input-output requirements.

 Flexibility: Multiple input-output options are supported. Built-in streaming services and an
expanding hardware lineup are available for a broad range of applications.

¢ Interoperability: DM NAX is built on AES67 AolP standards and is compatible with any
third-party AES67 solution.
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Products

The following products are described in this product manual:

* DM-NAX-8ZSA on page 2
e DM-NAX-16AIN on page 12

DM-NAX-8ZSA

The Crestron DM-NAX-8ZSA is a next generation DM NAX™ Audio-over-IP (AolP) amplifier that
puts Crestron multiroom audio distribution on the network. It provides eight amplified stereo
zone (16-channel) outputs. Four stereo line-level outputs mirror speaker zone outputs 1-4.

A dedicated streaming service player for each of the eight zones enables complete freedom to
stream different content in every zone. Full DSP capabilities are available on the line and speaker
outputs.

Voltage triggers corresponding to the 4 stereo line-level analog outputs can be used to power
connected external amplifiers on and off. The DM-NAX-8ZSA supports Synchronized Control to
manage a large network of DM NAX devices from a single interface.

The DM-NAX-8ZSA supports Amazon Connected Speakers.

For installation information, refer to the DM-NAX-8ZSA Quick Start.

Physical Description

The following sections provide information about the connectors, controls, and indicators that
are available on the DM-NAX-8ZSA device.

Front Panel
The following illustration shows the front panel of the DM-NAX-8ZSA.

SOURCE ZONE
1 2 3 4 1 2 3 a
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PWR LAN  NAX s
Q C o 0o 9 o C [ONNe)
CRESTRON DM-NAX-8ZSA
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(1) PWR: (1) LED, indicates operating power is supplied; illuminates amber
while booting, white when powered on, red when in standby (no audio or
LAN connection), and off when no power is supplied.

g LAN: (1) LED, illuminates white when the amplifier is connected to a
network with a valid IP address, and off when the device is not connected
to a network or the IP address is invalid.

(3) NAX: (1) LED, illuminates white when the AolP is ready to pass and the
unit's PTP clock is synced, and off when there is no AolP is passing to or
from an amplifier and/or PTP is not synced.

e SOURCE: (8) LEDs, illuminates white when a signal is detected on the
specified input/source, red when there is clipping on an analog input or
bitstream audio detected on a digital input, and off when there is no
signal detected on the specified input/source.

(5 ) ZONE:(8) LEDs, illuminates white when there is audio output on the
indicated zone, red when clipping or a fault is detected on the zone
output due to overcurrent, over temperature, or low voltage.
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Rear Panel

The following illustration shows the rear panel of the DM-NAX-8ZSA.

(4]

DIGITAL INPUTS: (2) JIS FO5 female TOSLINK® optical fiber connectors,
S/PDIF optical digital audio inputs;
(2) RCA female; S/PDIF coaxial digital audio inputs; Input Impedance: 75 Q

9 ANALOG INPUTS: (8) RCA female comprising (4) unbalanced stereo

4 « DM NAX™

line-level audio inputs; Input Impedance: 10000 Q;

Maximum Input Level: 2 Vrms

SPEAKER OUTPUTS: (16) 2-pin 7.62 mm detachable terminal block;

Balanced/unbalanced stereo line-level audio outputs,

Output Impedance: 4 /8 Q;

Maximum Qutput Level: 150 W single-ended at 8 (3, 300 W single-ended at

4 ), with zones bridgeable up to 500 W at 8 Q.

LINE OUTPUTS: (8) RCA connectors, female; Comprise (4) unbalanced line-
level stereo audio outputs (mirror corresponding speaker outputs pair 1 - 4);

Output Impedance: 100 QO; Maximum Output Level: 2 Vrms;

(2) 5-pin 3.5mm detachable terminal blocks; Balanced stereo line-level audio
outputs (mirror corresponding unbalanced RCA output pairs 1 - 2);

Output Impedance: 150 Q; Maximum Qutput Level: 4 Vrms

I/0 Port: (1) single 5-pin Phoenix block that comprises four I/O ports, and a

shared ground

TRIGGER: (2) 4-pin Phoenix connectors for all outputs;

The triggers correspond to the respective LINE OUTPUTS 1-4 and will drive
the individual eight zone amplifiers whenever a signal is routed to the

respective line output.
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0 Ethernet 1: (1) 8-pin RJ-45 connector, female;
100BASE-TX/1000BASE-T Ethernet port;
Green LED indicates Ethernet link status;
Flashing amber LED indicates Ethernet activity

Ethernet 2: (1) 8-pin RJ-45 connector, female;
T00BASE-TX/1000BASE-T Ethernet port;
Green LED indicates Ethernet link status;
Flashing amber LED indicates Ethernet activity

@ SETUP: (1) Push button: Pressing and holding the SETUP button for
15 seconds with power supplied clears network settings and restores the
default DHCP mode;
Press and hold the SETUP button with power disconnected then connect the
power supply and continue to hold SETUP button for 30 seconds will
perform a factory restore;
(1 LED, illuminates red when the button is pressed, flashes red when reset
has been initiated

CONSOLE: (1) Standard USB 2.0 Type B connector, female
GROUND: 6-32 screw, chassis ground lug

10A Fuse: 10 A Fuse

® ©66 06

POWER OUTLET: (1) 100-240V~50/60Hz Universal AC; IEC 60320 C14 Main
power inlet, mates with removable power cord (included)
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Applications

This section shows DM-NAX-8ZSA device in multizone applications.
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1. Phono sources require the addition of a line-level phono preamp.
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This application diagram shows the following setup:

¢ Up to eight zones of amplification and audio distribution

e Localline level input

¢ Local line level output to an Audio Video Receiver (AVR) mirroring a zone of amplification
¢ Available DM NVX audio streams to route audio from video sources to non-video zones

* Available music streaming services on up to eight DM NAX zones
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This application diagram shows the following setup:

¢ Up to eight zones of amplification and audio distribution

¢ Localline level input

e Localline level output to an AVR mirroring a zone of amplification
¢ Available music streaming services on up to eight DM NAX zones

¢ The DM-NAX-16AIN is used to transmit audio from the DM chassis' video sources onto the
DM NAX network for routing to the non-video zones on the DM-NAX-8ZSA
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This application diagram shows different 2.1 configurations and how they affect the zone count
of an DM-NAX-8ZSA. By default, a zone comprises two speaker outputs (a left and a right).

¢ The 2.1 configuration at the left of the diagram comprises two speaker outputs, with an
additional line output that feeds the subwoofer.

NOTE: This configuration is only applicable for zones with an available line output
(1through 4).

¢ The middle configuration (2.1 bridged sub) comprises four speaker outputs - two left and
right and two for the bridged sub.

NOTE: This configuration is only applicable when enough subsequently numbered
zones are available on the amplifier. For example, the 2.1 bridged sub cannot be used
on zone 8 as there is no speaker output pair 9.

e The right configuration (bridged 2.1) comprises six speaker outputs - two for the bridged
left, two for the bridged right, and two for the bridged sub.

NOTE: This configuration is only applicable when enough subsequently numbered

zones are available on the amplifier. For example, the 2.1 bridged sub cannot be used
on zone 7 or 8 as there is no speaker output pair 9 or 10.
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Having higher output-count zone configurations on a single DM-NAX-8ZSA will affect the total
available zone count on a given box. For example, if you have a single bridged 2.1 configuration on
an DM-NAX-8ZSA, it will lower the maximum zone count to six, as the bridged 2.1 consumes
three zones worth of speaker outputs on its own.
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(Signal is shared within zone) (Signal is shared within zone)

This application diagram shows the following setup:

e Mirrored zones (Zone 1and Zone 2 each have two rooms receiving the same audio signal)

e Parallel wiring of low impedance speakers in two Locker Room areas

NOTE: This is a parallel wiring of 8 Q) speakers for a total supported load of 4 Q per
channel. Parallel wiring lowers the effective impedance of the connected loads, so
make sure the speakers impedance matches the supported impedance levels from the
DM-NAX-8ZSA.
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e Using the line outputs of the DM-NAX-8ZSA to feed high-impedance amplifiers
(AMP-X300s and AMP-4600) for long speaker runs

¢ Bussing to multiple zones to feed a large group of low-impedance speakers with the same
signal and shared controls

- Ethernet
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1

1

®
1

I
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1 1 1 1 r---=== =~ :
: I | I Additional v\ Pool

: Room 4 | . Rooms 1 N
______ . A e High Impedance

Speakers

This application diagram shows a commercial setup using casting service streaming applications.
For example, in a hotel, each room can receive a cast from a third-party device. The Lobby and
Pool zones can exist on another DM-NAX-8ZSA unit that is on the same LAN or on a separate
VLAN or WAP to cast to/control those zones.
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This application diagram shows zones using only the line outputs. Line outputs 1and 2 feed high
impedance amplifiers driving speakers for large outdoor spaces and speaker zone outputs 5-8
feed low-impedance indoor spaces without overlap of signals. The LAN cloud shows that any
individual applications can exist as part of a large DM NAX system.
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DM-NAX-16AIN

The Crestron DM NAX™ Audio-over-IP (AolP) encoder (DM-NAX-16AIN) provides 16 local stereo
audio inputs to a DM NAX Crestron multiroom audio distribution network. It provides 8 digital
inputs comprised of 4 SPDIF TOSLINK® connectors and 4 SPDIF coaxial connectors. Each digital
input supports 2-channel PCM audio. The DM-NAX-16AIN also provides 8 analog stereo inputs.
Inputs 1-4 offer balanced 5-pin terminal block connectors in parallel with unbalanced RCA
connectors, and inputs 5-8 offer RCA connectors.

For installation information, refer to the DM-NAX-16AIN Quick Start.

Physical Description

The following sections provide information about the connectors, controls, and indicators that
are available on the DM-NAX-16AIN device.

Front Panel
The following illustration shows the front panel of the DM-NAX-16AIN.
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(1) PWR: (1) LED, indicates operating power is supplied; illuminates amber
while booting, white when powered on, red when in standby (no audio or
LAN connection), and off when no power is supplied.

9 LAN: (1) LED, illuminates white when the device is connected to a
network with a valid IP address, and off when the device is not
connected to a network or the IP address is invalid.

(3) NAX: (1) LED, illuminates white when the AolP is ready to pass and the
unit's PTP clock is synced, and off when there is no AolP is passing to or
from the device and/or PTP is not synced.

e ANALOG SOURCE: (8) LEDs, illuminates white when a signal is detected
on the specified input/source, red when there is clipping on an analog
input and off when there is no signal detected on the specified
input/source.
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9 DIGITAL SOURCE: (8) LEDs, illuminates white when a signal is detected
on the specified input/source, red when there is bitstream audio
detected on a digital input, and off when there is no signal detected on
the specified input/source.

Rear Panel
The following illustration shows the rear panel of the DM-NAX-16AIN.
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o ANALOG INPUTS: (8) RCA female comprising (4) unbalanced stereo
line-level audio inputs;
(4) 5-pin phoenix balanced connector;
Input Impedance: 10000 Q;
Maximum Input Level: 2 Vrms

9 DIGITAL INPUTS: (4) JIS FO5 female TOSLINK® optical fiber connectors,
S/PDIF optical digital audio inputs;
(4) RCA female; S/PDIF coaxial digital audio inputs;
Input Impedance: 75 Q

9 Ethernet 1: (1) 8-pin RJ-45 connector, female;
T00BASE-TX/1000BASE-T Ethernet port;
Green LED indicates Ethernet link status;
Flashing amber LED indicates Ethernet activity

Ethernet 2: (1) 8-pin RJ-45 connector, female;
100BASE-TX/1000BASE-T Ethernet port;
Green LED indicates Ethernet link status;
Flashing amber LED indicates Ethernet activity
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0 SETUP: (1) Push button: Pressing and holding the SETUP button for
15 seconds with power supplied clears network settings and restores the
default DHCP mode;
Press and hold the SETUP button with power disconnected then connect the
power supply and continue to hold SETUP button for 30 seconds wiill
perform a factory restore;
(1 LED, illuminates red when the button is pressed, flashes red when reset
has been initiated

e CONSOLE: (1) Standard USB 2.0 Type B connector, female

e POWER INLET: (1) 100-240V~50/60Hz Universal AC; IEC 60320 C14 Main
power inlet, mates with removable power cord (included)

0 GROUND: 6-32 screw, chassis ground lug 11
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Application

This section shows DM-NAX-16AIN device in a multizone application.
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1. Phono sources require the addition of a line-level phono preamp. SN e — ’

This application diagram shows the following setup:

* Up to eight zones of amplification and audio distribution
e Local line level input
¢ Local line level output to an AVR mirroring a zone of amplification

¢ Available music streaming services on up to eight DM NAX zones

¢ The DM-NAX-16AIN is used to transmit audio from the DM chassis' video sources onto the

DM NAX network for routing to the non-video zones on the DM-NAX-8ZSA
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Specifications

To view the product's specification, refer to the below-listed specification sheets:

Crestron AolP Solution Product Specification Sheet
¢ DM-NAX-8ZSA e Specification Sheet
¢ DM-NAX-16AIN ¢ Specification Sheet
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Installation

To install the Crestron DM NAX solution, follow the respective link to the Quick Start guide for
instructions.

Crestron AolP Solution Quick Start Guide
¢« DM-NAX-8ZSA ¢ Quick Start
« DM-NAX-16AIN e Quick Start

Product Manual — Doc. 2045E DM NAX™ . 17


https://www.crestron.com/getmedia/475589b7-40a4-42fa-a7d1-4851b00428a8/mg_qs_dm-nax-8zsa
https://www.crestron.com/getmedia/c5fba4da-3bcb-4306-bb77-66dc634cf641/mg_qs_dm-nax-16ain

Configuration

The following products can be configured:

* DM-NAX-8ZSA on page 19
e DM-NAX-16AIN on page 74
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DM-NAX-8ZSA

This section describes how to configure DM-NAX-8ZSA.

Web Interface Configuration

The DM-NAX-8ZSA web interface allows you to view status information and configure network
and device settings.

Access the Web Interface
To access the web interface, do either of the following:

¢ Access the Web Interface with a Web Browser on page 20
¢ Access the Web Interface With the Crestron Toolbox™ Application on page 73

The web interface is accessed from a web browser. The following table lists operating systems
and their corresponding supported web browsers.

Operating System and Supported Web Browsers

OPERATING SYSTEM SUPPORTED WEB BROWSERS

Windows® operating system | Chrome™ web browser, version 31 and later
Firefox® web browser, version 31 and later
Internet Explorer web browser, version 11 and later
Microsoft Edge web browser

macOS® operating system Safari® web browser, version 6 and later
Chrome web browser, version 31 and later

Firefox web browser, version 31 and later
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Access the Web Interface with a Web Browser

1. Enter the IP address of the DM-NAX-8ZSA into a web browser.

NOTE: To obtain the IP address, use the Device Discovery Tool option in Crestron
Toolbox™ application or an IP scanner application.

2. If you are creating a user account for the first time, do the following; otherwise, skip to
step 3.

a. Enter a username in the Username field.

b. Enter a password in the Password field.

c. Re-enter the same password in the Confirm Password field.

X CRESTRON.

A DEVICE FIRST BOOT

Device Administration
LSE name
Password

Confirm Password

d. Click Create User. The Device Administration page appears.

Device Administration
Jsername

Password

© 2021 Crestron Electronics, Inc.
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3. Enter the username in the Username field.
4. Enter the password in the Password field.
5. Click Sign In.
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Action

The Action drop-down menu is displayed at the top right side of the interface and provides quick

access to common device functionalities:

Reboot

Restore

Update Firmware
Download Logs
Manage Certificates
Save Changes

Revert

=30

(& Reboot

D Restore

. Update Firmware
& Download Logs

# Manage Certificates

22 - DM NAX™
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Reboot the DM-NAX-8ZSA

Certain changes to the settings may require the DM-NAX-8ZSA to be rebooted to take effect.
To reboot the device, do the following:

1. Click Reboot in the Actions drop-down menu. The Confirmation message box appears.

The device will be rebooted. Do you want to continue?

v Yes, Reboot Now m
4

“

2. Click Yes, Reboot Now to reboot the device. The Reboot message box appears.
Wait for the device reboot to complete before attempting to reconnect to the device.

Restore to Factory Default Settings

1. Click Restore in the Actions drop-down menu to restore the settings of the DM-NAX-8ZSA
to factory defaults.

NOTE: When settings are restored, all settings, including the network settings, will

revert to the factory default. If a static IP address is set, restoring the device to
factory default settings will revert the IP address to the default DHCP mode.

Device will be restored to factory defaults. Continue?

y”

3

2. Click Yes in the Confirmation dialog to restore the DM-NAX-8ZSA to factory settings.
Click No to cancel the restore operation.

A dialog is displayed again, indicating that the restore process was successful and that the
device rebooted.

You can also restore to factory settings by pressing and holding the SETUP button on the rear
panel of the device with power disconnected then connect the power supply and continue to hold
SETUP button for 30 seconds.
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Update Firmware

1. Click Update Firmware in the Actions drop-down menu.

2. In the Firmware Upgrade dialog, click + Browse.

Firmware Upgrade x

Browse

3. Locate and select the desired firmware file, and then click Open. The selected firmware file
name is displayed in the Firmware Upgrade dialog.

4. Click Load and wait for the progress bar to complete and for the OK button in the
message to become clickable.

5. Click OK. The device with new firmware can now be accessed.
Download Logs

1. Click Download Logs in the Actions drop-down menu to download the device message logs
for diagnostic purposes.

The log file is downloaded to the Downloads folder of the PC.
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Manage Certificates

Use the Manage Certificates dialog to add, remove, and manage certificates used in 802.1x and
other protected networks.

Manage Certificates x

Root Intermediate Machine Web Server
Q  Search..

Name Expiry Date Action
AAA Certificate Services Dec 3123:59:59 2028 n
AC RAIZ FNMT-RCM Jan 100:00:00 2030 n
ACCVRAIZ1 Dec 31 09:37:37 2030 ﬂ
Actalis Authentication Root CA Sep 22 11:22:02 2030 n
AffirmTrust Commercial Dec 31 14:06:06 2030 n
AffirmTrust Networking Dec 31 14:08:24 2030 n
AffirmTrust Premium Dec 31 14:10:36 2040 n

n 2 3 4 5 » M

1. Click Manage Certificates in the Actions drop-down menu. The following certificate tabs
are displayed:

¢ Root: The Root certificate is used by the DM-NAX-8ZSA to validate the network's

authentication server. The DM-NAX-8ZSA has a variety of Root certificates,
self-signed by trusted CAs (Certificate Authorities) preloaded into the device. Root
certificates must be self-signed.

Intermediate: The Intermediate store holds non self-signed certificates that are
used to validate the authentication server. These certificates will be provided by the
network administrator if the network does not use self-signed Root certificates.

Machine: The machine certificate is an encrypted PFX file that is used by the
authentication server to validate the identity of the DM-NAX-8ZSA. The machine
certificate will be provided by the network administrator, along with the certificate
password. For 802.1%, only one machine certificate can reside on the device.

Web Server: The Web Server certificate is a digital file that contains information
about the identity of the web server.
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To Add Certificates

Click the corresponding certificate tab.
Click the Add Root Certificate button.

Click the + Browse button.

A w vy

Locate and select the file, and then click the Open button.

NOTE: If the certificate is a Machine Certificate, enter the password provided by the
network administrator.

5. Click OK. This will add the certificate to the list box, displaying the file name and expiration
date.

The certificate is now available for selection and can be loaded to the device.
To Delete Certificates

1. Click the corresponding certificate tab.
2. Click the trashcan button (n) in the Actions column to delete the certificate.

3. Click Yes when prompted to delete the certificate or No to cancel the deletion.

Save Changes

Click Save Changes to save any changes made to the configuration settings.

Revert

Click Revert to revert the device back to the last saved configuration settings.
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Status

The Status tab is the first page displayed when opening the interface of the DM-NAX-8ZSA. It
displays general information about the DM-NAX-8ZSA (such as Model Name, Firmware Version,
and Serial Number), current network settings (such as Host Name and IP Address, etc.), and
input and output ports' current status.

The Status tab can be accessed at any time by clicking the Status tab of the DM-NAX-8ZSA
interface.

DM-NAX-8ZSA-00107FB58088

« Status 43 Settings & Security # 802.1x Configuration

» Device
» Network

» Control System

Information displayed on the Status tab is organized into different sections.

Device

The Device section displays the Model, Firmware Version, and Serial Number of the
DM-NAX-8ZSA.

T CRESTRON. @

DM-NAX-8ZSA-00107FB58088 v Action -

+ Status £ Settings & Security # 802.1x Configuration

~ Device

Model DM-NAX-8ZSA
Firmware Version 1.0191.08407
Serial Number  2040CRX01091

+ More Details

» Network

» Control System
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Click + More Details to review additional information about the DM-NAX-8ZSA.

DM-NAX-8ZSA-00107FB58088

= More Details

DM-NAX-8ZSA
Build

Updater
Bootloader
CCUI Version
Build time
Product ID
Revision 1D
ampO-fpga
amp1-fpga
ctrl-audio-dsp-0
ctrl-audio-dsp-1
ctrl-audio-fpga
ctrl-sigma-dsp-0
PUF

Forced Auth Mode

1.0191.08407
Apr232021(401971)
1.0191.08407

0.04.00

2.184.859368
08:43:50

OX7A00

0x0300

FW0.13 (Driver v1.1)
FW0.13 (Driver v1.1)
FW 28 (Driverv3.)
FWv28 (Driverv3.)
FWv0.20 (Driver vi.1)
FWv1.00 (Driverv1.1)
1.0191.08407

True

Network

The Network section displays network-related information about the DM-NAX-8ZSA, including
the Hostname, Domain Name, and DNS Servers.

DM-NAX-8ZSA-00107FB58088

- Network

Host Name DM-NAX-8ZSA-00107FB58088

Domain Name CRESTRON.CRESTRON.com

Primary Static DNS

Secondary Static DNS

— Adapter 1

DHCP

IP Address
Subnet Mask
Default Gateway
Link Active

MAC Address

10.88.2.10(DHCP)

192.166.200.134(DHCP)

Yes
10.88.105.66
255.255.255.0
10.88.105.1
true

00.10.7£.b5.80.88

» Control System

NOTE: By default, the host name of the DM-NAX-8ZSA consists of the model name followed
by the MAC address of the device. For example, DM-NAX-8ZSA-00107FB58088.

Click + Adapter 1 to display an expanded section that shows additional information. If + Adapter
1is selected, click - Less details to collapse the section.
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NOTE: The + Adapter 2 option appears when the dual Ethernet ports on the DM-NAX-8ZSA
are set to isolate traffic.

Control System

The Control System section displays connection information, consisting of the following:

DM-NAX-8ZSA-00107FB58088

+ Status ¥ Settings & Security # 802.1x Configuration

» Device
» Network
w Control System
Encrypt Connection OFF
= IPTable

IPID Room ID IP Address/Hostname Type Server Port Connection Status

No records found

e Encrypt Connection: ON or OFF

¢ |P ID: Reports the currently used IP ID of the DM-NAX-8ZSA
* |P Address/Hostname: The IP address of the control system
¢ Room ID: Displays the room ID

e Status: OFFLINE or ONLINE
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Settings

The Settings tab enables you to configure the DM-NAX-8ZSA settings. The Settings page can be
accessed at any time by clicking the Settings tab of the DM-NAX-8ZSA interface.

DM-NAX-8ZSA-00107FB58088 [ v Adion | -]

+ Status 4 Settings & Security #802.1x Configuration

» System Setup

» Commissioning

» Chimes

» Zones

» Bussing

» Inputs

» NAX Streams

» Routing

» Streaming Services

» Port Selection

Information displayed on the Settings tab is organized into different sections.

System Setup

The System Setup section displays information about the Date/Time, Auto Update, Network,
and Control System.

DMLNAX 8254 00107F856085 [~ haim 1]
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Date/Time
Use the Date/Time section to configure the date and time settings of the DM-NAX-8ZSA.

T CRESTRON.

DM-NAX-8Z5A-00107FB58088 [ soecrarees | - ]

Time Synchronization

1. Move the Time Synchronization slider to specify whether time synchronization will be
enabled (right) or disabled (left). By default, time synchronization is enabled.

In the NTP Time Servers, enter the URL of the NTP or SNTP server.

Click Synchronize Now to perform time synchronization between the device's internal
clock and the time server.

Time Configuration

1. Click on the Time Zone drop-down menu to select the applicable time zone.
2. In the Date field, enter the current date.

3. In the Time (24hr Format) field, enter the current time in 24-hour format.
Click the Save Changes button to save the settings.

Click Revert from the Actions drop-down menu to revert to the previous settings without saving.
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Auto Update
The DM-NAX-8ZSA can be automatically updated with the latest firmware at scheduled
intervals.

T2 CRESTRON.

DM-NAX-8ZSA-00107FB58088

~ System Setup

+ Date/Time

— Auto Update

Auto Update c

Custom URL

Custom URL Path

Day of Week Daily -
Time of Day 02:10

Poll Interval 0 Minutes

1. Using the Crestron Auto Update Tool, generate a manifest file. The file is placed on an FTP
(File Transfer Protocol) or SFTP (Secure File Transfer Protocol) server.

2. To enable auto update, move the Auto Update slider to the right position.
Define the URL to download the updates by doing either of the following:
a. Use the default URL to download the updates from the Crestron server.

b. Use a custom URL. To enable a custom URL, move the Custom URL slider to the
right position. In the Custom URL Path text box, enter the path to the manifest file
in the FTP or SFTP URL format.

4. Set a schedule for the automatic firmware update by doing either of the following:
a. Select the desired Day of Week and Time of Day (24-hour format) values.

b. Set the Poll Interval by entering a value from 60 to 65535 minutes. A value of O
disables the Poll Interval.

5. Click Save Changes.

Clicking Update Now causes the firmware to be updated at the current time; however, the
schedule that is set in step 4 above remains in effect.
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Network

The Network section displays network-related information about the DM-NAX-8ZSA, including
the Host Name, Domain, Primary Static DNS, and Secondary Static DNS.

T CRESTRON

DM-NAX-8ZSA-00107FB58088 + SaveChanges

4+ Auto Update

- Network

HostName | DM-NAX-8Z5A-00107FB58088

Primary Static DNS

Secondary Static DNS

onee @O

IP Address
Subnet Mask

Default Gateway

NOTE: By default, the host name of the DM-NAX-8ZSA consists of the model name followed
by the MAC address of the device. For example, DM-NAX-8ZSA-00107FB58088.

Adapter 1
Displays DHCP, IP Address, Subnet Mask, and Default Gateway.

NOTE: The + Adapter 2 option appears when the dual Ethernet ports on the DM-NAX-8ZSA
are set to isolate traffic.

Configure DHCP
Set the DHCP slider to enabled (right) or disabled (left) to specify whether the IP address of the
DM-NAX-8ZSA is to be assigned by a DHCP (Dynamic Host Configuration Protocol) server.

¢ Enabled: When DHCP is enabled (default setting), the IP address of the DM-NAX-8ZSA is
automatically assigned by a DHCP server on the local area network (LAN) for a
predetermined period of time.

e Disabled: When DHCP is disabled, manually enter information in the following fields:
° Primary Static DNS: Enter a primary DNS IP address.
° Secondary Static DNS: Enter a secondary DNS IP address.
° |P Address: Enter a unique IP address for the DM-NAX-8ZSA.
°© Subnet Mask: Enter the subnet mask that is set on the network.
o Default Gateway: Enter the IP address that is to be used as the network’s gateway.

To save any new network entries, click Save Changes.
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Control System

DM-NAX-8ZSA-00107FB58088

+ Status 4 Settings @Security  #802.1x Configuration
~ System Setup

+ Date/Time
+ AutoUpdate
+ Network

— Control System

Encrypt Connection

IPID IP Address/Hostname Room ID

No records found

1. Move the Encrypt Connection slider to specify whether the encryption will be enabled
(right) or disabled (left). By default, Encrypt Connection is enabled.

Enter the username in the Control System Username field.
Enter the password in the Control System Password field.
Enter the Room ID in the Room ID field.

Enter the IP ID of the DM-NAX-8ZSA in the IP ID field.

Enter the IP address or hostname of the control system in the IP Address/Hostname field.

N o 0k~ wN

Click the Save Changes button to save the new entries. The Control System Save message
box appears, indicating that the control system settings were saved successfully. Click the
Revert button to revert to the previous settings without saving.
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Chimes

The Chimes section allows the built-in chime files to be assigned to any of the output zones on
the device.

DM-NAX-8ZSA-00107FB58088 v Action

 Chimes

Zones(8)

Zonel Zone2 Zone3 Zone4d Zone5 Zoneb Zone7 Zone8

Doorbell - Dual ... (2]

{9z)saui

Doorbell - Dual ... 2] D (8]

Doorbell - Dual ... 0

Doorbell - Dual ...

> M

Doorbell - Dual ... 0

M < gpiT

Doorbell - Dual ... n

Doorbell - Dual ...

Doorbell - West....

Doorbell - Wes...

Legend @ routs @ Outputs 4 Chimes

Click the cells corresponding to the desired Zones for playback of that specific chime sound. You
can select multiple chimes for the same zone. The maximum supported chime length is 10

seconds. To view all available chimes, use arrows A or ¥ at the left of the matrix to change
pages.

To configure the chime volume of a zone:
1. Click the ! icon corresponding to the zone. The Configure dialog appears.
Configure x

Do Not Disturb

Volume (") 30 B %
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2. To set the volume, do one of the following:

¢ Move the Volume slider to the right to increase or to the left to decrease the chime
volume.

e Click the % arrows to increase or decrease the chime volume. Values range from O
to 100%, adjustable in increments of 1%.

¢ Manually enter a value in the Volume field.

NOTE: The set volume is independent of the zone volume control.

3. To mute the chime sound, move the Do Not Disturb slider to the right. To unmute the
chime sound, move the Do Not Disturb slider to the left.

4. Click OK to apply the new settings.

Zones

The Zones section enables configuration of the zones settings.

» Zones

— = Zones (Autosaved
- . e
—o B lewe DX
—o B lowe DX
—o B lewe DX
—o B (o DX
— B lone XN
—o B o DX
—o B lowe DEN
—o B o DX
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To configure the zone volume:

1. If needed, edit the name of the zone in the Name field.
2. To set the zone volume, do one of the following:
¢ Move the Volume slider to the right to increase or to the left to decrease the zone
volume.
¢ Click the % arrows to increase or decrease the zone volume. Values range from O to
100%, adjustable in increments of 1%.
¢ Manually enter a value in the Volume field.
3. To mute the zone sound, click the Mute button. To unmute the zone sound, click the Muted

button.

Zone Settings
To configure zone settings, click the configure button ( ). The Edit Zone window

appears.

T2 CRESTRON

[# Edit Zone

DM-NAX-8ZSA-00107FB58088 > Zones
Zonel

» Zone

» Output

Click Zone to configure Tone (Autosaved), Balance (Autosaved), and Delay (Autosaved).

~Zone

ToneProfie | Classica
Bass 2 P
Treble  mm—C) 2 B
o @
Night Mode | Low
Left/Right e ) o H
e —
o -
Input Volume Ramp Time. | 0 B~
Volume OftDuckTine. | 0 B~

» Output
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Configure Balance (Autosaved)

— Balance [Autosaved)

Left/Right s ) 0 E

1. To set the balance, do one of the following:

¢ Move the Balance slider to the right to increase or to the left to decrease the
balance.

e Click the arrows to increase or decrease the balance. Values range from -50 to 50,
adjustable in increments of 1.

¢ Manually enter a value in the Balance field.

Configure Delay (Autosaved)
[ — Delay (Autosaved]

Delay Time{ms) O 4] a ms

1. To set the delay, do one of the following:
¢ Move the Delay slider to the right to increase or to the left to decrease the delay.

¢ Click the ms arrows to increase or decrease the delay. Values range from O ms to
250 ms, adjustable in increments of 1ms.

¢ Manually enter a value in the Delay field.

Click Output to configure Minimum/Maximum (Autosaved), Stereo/Mono (Autosaved), Signal
(Autosaved), Bussing Volume Offset (Autosaved), Speaker Configuration (Autosaved), Casting
Autosaved, Speaker/Faults (Autosaved), Line Out (Autosaved), Signal Generator (Autosaved),
Advanced Signal Generator (Autosaved), and Equalizer Settings (Autosaved).

— —— - - - - - = —
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Configure Minimum/Maximum Volume (Autosaved)

— Minimum/Maximum (Autosaved)

Minimum  s—() 14 B %
Maximum — ee—) 26 a
Default — m——) 27 E %

1. To set the minimum volume, do one of the following:

Move the Minimum slider to the right to increase or to the left to decrease the
minimum volume.

Click the % arrows to increase or decrease the minimum volume. Values range from
O to 50%, adjustable in increments of 1%.

Manually enter a value in the Minimum field.

2. To set the maximum volume, do one of the following:

Move the Maximum slider to the right to increase or to the left to decrease the
maximum volume.

Click the % arrows to increase or decrease the maximum volume. Values range from
70 to 100%, adjustable in increments of 1%.

Manually enter a value in the Maximum field.

NOTE: When the minimum and maximum volume are configured, the volume and
default volume control reflects a percentage value of that range (the range from
minimum to maximum).

3. To set the default volume, do one of the following:

Move the Default slider to the right to increase or to the left to decrease the default
volume.

Click the % arrows to increase or decrease the default volume. Values range from
O to 50%, adjustable in increments of 1%.

Manually enter a value in the Default field.
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Configure Stereo/Mono (Autosaved)

— Stereo / Mono (Autosaved)

Stereo/Mona O Stereo
Mono

Zone Configuration Standard hd

1. Select either Stereo or Mono from the Stereo/Mono field.

2. Select the zone configuration from the Zone Configuration drop-down menu. Values are
Standard, Bridged, Bridged 2.1, Bridged Sub 2.1, and Bridged Mono.

NOTE: The Stereo/Mono field is disabled for the Bridge Mono, Bridged 2.1, and Bridged
Sub 2.1 zone configurations.

Stereo - Standard

Standard Stereo Configuration

Right

Mono - Standard

A

O—L=>— >
S—{=— {H

Mono Speaker 1

A

Mono Speaker 2
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Bridged Mono

DAC

AMP

BRIDGED

DAC

AMP

A

Mono Speaker 1

Mono - Bridged

DAC

BRIDGED

DAC

AMP

B B

e

DAC

AMP

BRIDGED

DAC

E

Mono Speaker 1

E

Mono Speaker 2
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Bridged 2.1

Left

Right
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Stereo - Bridged

DAC

S

BRIDGED

D
Y
=

DAC

AMP

=

DAC

P

BRIDGED

DAC

D

AMP

E

E

Left

Right

Bridged Sub 2.1

(N
N
@
2

(N
N
@
S

AMP

AMP

N
|
?
2

BRIDGED

Jan
N

AMP

AMP

=
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Signal (Auto

saved)

= Signal (Autosaved)

Signal  Not Present

Clipping  None

The Signal (Autosaved) section displays the Signal and Clipping status.

e If the signal is present but not clipping, then the Signal status changes to Present in green
and Clipping status changes to None in green.

e If both signal and clipping are present, then the Signal status changes to Present in green
and Clipping status changes to Present in red.

e If ther

e is no signal or clipping, then the Signal status changes to Not Present in red and

Clipping status changes to None in green.

Configure Bussing Volume Offset (Autosaved)

— Bussing Volume Offsel (Autosaved]

Bussing Volume Offset ) 0 B db

1. Toset
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the bussing volume offset, do one of the following:

Move the Bussing Volume Offset slider to the right to increase or to the left to
decrease the bussing volume offset.

Click the db arrows to increase or decrease the bussing volume offset. Values range
from -12 db to 12 db, adjustable in increments of 1 db.

Manually enter a value in the Bussing Volume Offset field.
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Speaker Configuration (Autosaved)

— — Speaker Configuration (Autosaved)

Enable Speaker Protect o

Speaker Wattage === 40 a Watts

Impedance 8 Ohms

1. To prevent the delivered power from exceeding the speaker's power rating, move the
Enable Speaker Protect slider to the right position. To disable the enable speaker protect,
move the slider to the left position. By default, Enable Speaker Protect is disabled.

2. To set the speaker wattage, do one of the following:

¢ Move the Speaker Wattage slider to the right to increase or to the left to decrease
the amplifier wattage send to the speaker.

¢ Click the Watts arrows to increase or decrease the amplifier wattage send to the
speaker. Values range from 5 Watts to 150 Watts, adjustable in increments of 1
watt.

¢ Manually enter a value in the Speaker Wattage field.

3. Select the impedance of the speaker on a selected zone from the Impedance drop-down
menu. Values are 4 Ohms, 8 Ohms, and Bridged.
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Casting (Autosaved)

— Casting (Autosaved)

Maximum Casting Volume  se—(") 80 a?«é

Casting Name * naxRoom
AirPlay o
Spotify c

Casting is used to enable or disable streaming services, as well as set the casting volume and
name.

To configure Casting:

1. The maximum casting volume is an alternate (to the maximum volume set in the
Configure Minimum/Maximum Volume (Autosaved) on page 39) setting applied to the
zone when a casting service is routed to it. To set the maximum casting volume, do one of
the following:

* Move the Maximum Casting Volume slider right to increase or left to decrease the
volume.

¢ Click the arrows to increase or decrease the maximum casting volume. Values range
from 70 to 100, adjustable in increments of 1.

¢ Manually enter a value in the Maximum Casting Volume field.

NOTE: If the maximum casting volume is set higher than the maximum volume, the
maximum casting volume is automatically adjusted to equal the maximum volume to
protect the user from setting too high a volume.

2. A custom casting name (for example, Zone 1) must be entered that will be displayed in the
list of available casting destinations when initiating a stream. Enter a zone in the Casting
Name field.

NOTE: Ensure that the Casting Name field is populated as any field with an asterisk
(*) is mandatory.

Once AirPlay®/Spotify Connect™ is enabled, the casting zone name will be displayed as
available on the casting device.
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To enable Apple AirPlay®:

1. Move the AirPlay slider to the right to enable AirPlay.
To enable Spotify Connect™:

1. Move the Spotify slider to the right to enable Spotify.

To stream media from an iOS device or Spotify app to a speaker zone in your distributed audio
system, refer to the DM-NAX-8ZSA Quick Start.

Speaker/Faults (Autosaved)

— — Speaker / Faults (Autosaved)
DC Offset Fault  None
Over Current Fault  None
Clipping Detected MNone
Over or Under Voltage  None
Over Temperature  None

The Speaker/Faults section displays the status of DC Offset Fault, Over Current Fault, Clipping
Detected, Over or Under Voltage, and Over Temperature. If a fault is detected, then it displays
Fault Detected, otherwise it displays None.

Configure Line Out (Autosaved)

= Line Out (Autosaved)

Line Out Volume  =——)

Line Out EQ Bypass

1. Line Out Volume controls the volume level of the individual Line Outputs. To set the line
out volume, do one of the following:

* Move the Line Out Volume slider to the right to increase or to the left to decrease
the line out volume.

¢ Click the arrows to increase or decrease the line out volume. Values range from
0 to 100, adjustable in increments of 1. Range in db is -80 db to 20 db.

¢ Manually enter a value in the Line Out Volume field.

2. To enable the line out EQ bypass, move the Line Out EQ Bypass slider to the right position.
To disable the line out EQ bypass, move the slider to the left position. By default, Line Out
EQ Bypass is disabled.

NOTE: When the Line Out EQ Bypass setting is disabled, the Line Out level will match
the Volume set for the Zone. If the Line Out EQ Bypass setting is enabled, the Line Out
Volume slider can be used to set a level for the Line Output that will not be affected by
the speaker output Volume controls.
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Configure Signal Generator (Autosaved)

= Signal Generator (Autosaved)

Signal Generator 4} Inactive

Signal Generator Volume ") 30 B 9%

The signal generator is a troubleshooting function that allows an integrator to send an audio
test signal out to the selected zone to check output functionality.

1. To enable the Signal Generator output, click the Signal Generator Inactive button. To
disable the Signal Generator output, click the Signal Generator Active button. By default,
Signal Generator is disabled.

2. To set the signal generator volume, do one of the following:

¢ Move the Signal Generator Volume slider right to increase or left to decrease the
volume.

¢ Click the arrows to increase or decrease the signal generator volume. Values range
from O to 100, adjustable in increments of 1.

¢ Manually enter a value in the Signal Generator Volume field.

Configure Advanced Signal Generator (Autosaved)

= Advanced Signal Generator (Autosaved)

Left Channel 0
Right Channel o

Signal Type Tone hd

The advanced signal generator controls can be set to output audio test signals to all device
zones. The signal type can be set, and the left/right channels can be enabled/disabled to pass
the signal generator output.

1. To enable the left channel, move the Left Channel slider to the right position. To disable
the left channel, move the slider to the left position. By default, Left Channel is enabled.

2. To enable the right channel, move the Right Channel slider to the right position. To disable
the right channel, move the slider to the left position. By default, Right Channel is enabled.

3. Select the audio test signal type from the Signal Type drop-down menu. Selections are:
¢ Tone: Generates a TkHz sine wave.
¢ Pink Noise: Generates pink noise.

¢ White Noise: Generates white noise.
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Configure Equalizer Settings (Autosaved)

— = Equal E
Speaker EQ Enabled D
Band Band01 Band02 Band03 Band04 Band05 Band06 Band07 Band08 Band0? Band10
Gai

0 a 0 0 0 0 0 0 0 0 a [ a
Type EQ ~ EQ - EQ - EQ -~ EQ ~ EQ ~ EQ - EQ ~ EQ ~ EQ ~
Frequency 32 a 64 a 125 E 250 E 500 a 1000 a 2000 a 4000 E 8000 a 16000 a
Bandwidth 01 a 01 a 01 E 01 E 01 a 01 a 01 a 01 E 01 a 01 a

Bypass O

Move the Speaker EQ Enabled slider to the right position to enable the speaker EQ. Move
the slider to the left position to disable the speaker EQ.

NOTE: When the Speaker EQ Enabled is disabled, all bands of the equalizer will be
bypassed to allow for A/B testing of the entire EQ curve.

2. With the Speaker EQ Enabled slider in the right position, do the following to set BandO1 to
Band10:

a. To set the gain, do one of the following:

Move the Gain slider up to increase or down to decrease the gain.

* Click the arrows to increase or decrease the gain. Values range from
-40 to 20, adjustable in increments of 0.1.

Manually enter a value in the Gain field.

b. Select the type from the Type drop-down menu. Values are EQ, Notch, TrebleShelf,
BassShelf, LowPass, and HighPass.

c. To set the frequency, do one of the following:

¢ Click the arrows to increase or decrease the frequency. Values range from
20Hz to 20kHz, adjustable in increments of THz.

* Manually enter a value in the Frequency field.
d. To set the bandwidth, do one of the following:

¢ Click the arrows to increase or decrease the bandwidth. Values range from
0.1 octaves to 4.0 octaves, adjustable in increments of 0.1 octave.

e Manually enter a value in the Bandwidth field.
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e. The individual Bypass controls allow you to bypass a single band of EQ at a time for
a more granular A/B testing of a single filter. To enable the bypass, move the Bypass
slider to the right position. To disable the bypass, move the slider to the left position.
By default, Bypass is disabled.
Click Done to return to the Settings tab of the web user interface or click Reset to reset
the band configuration.

Bussing

Bussing assigns the selected zones to a group of zones (bus). Zones in a bus track the other
zones' volume and routing. For example, when the source or volume for one zone in the bus is
adjusted, the other zones in that bus follow. You can create four bus zones on the device.

DM-NAX-8Z5A-00107FB58088

+ Status £ Settings & Security 4 802.1x Configuration

» System Setup

» Commissioning
»+ Chimes

» Zones

~ Bussing

— — Bussing (Autosaved)

Name Bus Id Included Zones

Bus01 1 Choose Zones =
Bus02 2 Choose Zones -
Bus03 3 Choose Zones =

Bus04 4 Choose Zones A

Configure Bussing

1. If needed, edit the name of the bus in the Name field.

2. Select the zone from the Included Zones drop-down menu. Values are Zonel, Zone2, Zone3,
Zone4, Zone5, Zoneb, Zone7, and Zone8.

NOTE: Each zone can be a member of only one Bus.
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Inputs
The Inputs menu is used to configure Name, Compensation, and Mute, attributes of the available

analog, digital, and media streaming inputs on the DM-NAX-8ZSA.

A total of 16 inputs are spread across an array of connectors. Only the first 8 inputs are related
to physical connectors. The last 8 inputs are the media players for music/media streaming
services.

T CRESTRON.

DM-NAX-8Z5A-00107FB58088 v Action

~ Inputs

—  — Inputs(Autosaved)

Name Signal Present Clipping Detected =~ Compensation Mute

TOSLINK | | No No —) E db m
TOSLINK | | No No —) 0 E db ) Mute
S/PDIF1 | | No No —) 0 E db ) Mute
S/PDIF2 | | No No —) 0 E db ) Mute
RCAL No No —) 0 E db ) Mute
RCA2 No No —) 0 E db <) Mute
RCA3 No No —) 0 E db <) Mute
RCA4 No No —) 0 E db <) Mute

MediaStr No No 9 Mute

o
a

MediaStr No No 9 Mute

o
a

W 4 102 B W

Configure Inputs

1. If needed, edit the name of the input in the Name field.
2. To set the compensation, do one of the following:

* Move the Compensation slider to the right to increase or to the left to decrease the
compensation.
Compensation increases the level of the high and low frequencies. Compensation is
used while listening to low-volume levels to compensate because as the loudness of
audio decreases, the ear's lower sensitivity to extreme high and low frequencies may
cause these signals to fall below the hearing threshold.

* Click the db arrows to increase or decrease the compensation. Values range from
-10 db to 10 db, adjustable in increments of 1 db.

¢ Manually enter a value in the Compensation field.
3. To mute the signal from the corresponding input, click the Mute button. To disable the
mute, click the Muted button. By default, Mute is disabled.

Monitor the input signal using Signal Present and Clipping Detected. Use P> at the bottom of
the matrix to view the Media streamers.
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DM NAX Streams

DM NAX audio over IP supports the AES67 standard. AES67 support allows an audio source to
be transmitted as an AES67 source.

The DM-NAX-8ZSA supports parallel zone output, enabling additional NAX/AES67 transmit
streams to mirror all DSP settings of a given zone output. The parallel zone output enables
management of a third-party uncontrolled AES67 receiving device on the same network.

NOTE: Under the Transmitters section (see Configure Transmitters), the last eight listed
transmitters are dedicated to parallel zone outputs.

To configure the DSP settings, see Zone Settings.

Click NAX Streams to display the following information.

T CRESTRON.

DM-NAX-8Z5SA-00107FB58088 + Action

» Zones

» Bussing

» Inputs

~ NAX Streams

Device is Master PTP Clock Source  Yes

Master Clock Status ~ 001071fffe.b58088

PTP Priority 254 a

— + Transmitters (Autosaved)

— + Receivers (Autosaved)

e Device is Master PTP Clock Source indicates whether the device is the master for PTP on
the network. Yes will be displayed in green when the local DM-NAX-8ZSA is the PTP clock
master and No will be displayed in red when another PTP clock on the network is operating
as the master clock.

¢ Master Clock Status displays the Master Clock ID of the device on the network that acts
as the Master Clock.

e PTP Priority: This sets the priority of the device over other DM NAX devices. Set a value
between 1 and 255. The default setting is 254 so that the DM-NAX-8ZSA will only operate
as clock master if no other PTP master is present on the network.
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#Zone_Settings

Configure Transmitters

~ NAX Streams

Device is Master PTP Clock Source  No

Master Clock Status  00107ffffe.9cc314

PTPPriority | 254 a

Audio Source Stream Nax Stream Address Nax Stream Name Status Actions

Digital Input 1 Stream01 0000 TOSLINK1100.10.7£65.80.88 Stream Stopped &
Digital Input 2 Stream02 0000 TOSLINK2200.10.7£05.80.88 Stream Stopped &
Digital Input 3 Stream03 239.80.32 S/PDIF1300.10.7£05.80.88 Stream Started &
Digital Input 4 Stream04 0.000 S/PDIF2400.10.7£b5.80.88 tream Stopped o
AnslogInput 5 Stream05 0000 RCA1500.10.75b5.80.88 Stream Stopped -]
AnlogInput & Stream06 0000 RCA2600.10.7fb5.30.83 Stream Stopped &
Analog Input 7 Stream07 0000 RCA3700.10.75.80.88 Stream Stopped -]
AnalogInput & Stream08 0.000 RCA4800.10.7705.80.88 Stream Stopped &
1of3 » M

NOTE: To configure the transmitter banks not shown on the first page, click the p icon to
display the next eight transmitters.

To configure a DM NAX transmit stream for any of the available inputs, do the following.

1. Enter a validated Multicast address in the NAX Stream Address field.

2. Enter a name in the NAX Stream Name field by which the stream can be identified, as it is
associated with the Multicast/NAX Stream Address by other NAX or AES67 devices.

3. Status indicates whether the stream is active or not. When the stream has started or
stopped, the Status column will update accordingly.

4. Click the configure button (£ ) in the Actions column. The Configure dialog appears.

Auto Initiation

Port | 5004 B

5. To enable auto initiation, move the Auto Initiation slider to the right position. To disable
auto initiation, move the slider to the left position.

e If Auto Initiation is enabled for the input, the stream will begin automatically, and
will be available as a Multicast stream on your network at the specified address.

e If Auto Initiation is disabled for the input, the stream will not begin until it is
manually initiated.

6. To set the port number, do one of the following:
¢ Click the arrows to increase or decrease the port number.
e Manually enter a port number in the Port field. The default port number is 5004.

7. Click OK to save or click Cancel to cancel the changes.
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Configure Receivers

Click Receivers to display the following information:

ZoneName

Zonel

Zone2

Zone3

Zone4

Zones

Zone6

Zone7

Zones

Stream Current Stream Address Requested Stream Address Status Actions

Stream01 0000 0000 Stream Stopped

Stream02 0000 0000 Stream Stopped
Stream03 0000 0000 Stream Stopped
Stream04 0000 0000 Stream Stopped
Stream05 0000 0000 Stream Stopped
Stream06. 0000 0000 Stream Stopped

Stream07 0000 0000 Stream Stopped

L Lo L L L L O O
- JNER - TN - < N - SN - S - - )

Stream08 0000 0000 Stream Stopped

M < 101 » M

Enter the multicast address of a transmitting stream to connect the receiver in the
Requested Stream Address field.

Click the configure button (£#) in the Actions column. The Configure dialog appears.

Configure x

Auto Initiation

Port | 5004 B

To enable auto initiation, move the Auto Initiation slider to the right position. To disable
auto initiation, move the slider to the left position.

¢ If Auto Initiation is enabled, the stream will begin automatically, and will be available
as a Multicast stream on your network at the specified address.

e If Auto Initiation is disabled, the stream will not begin until it is manually initiated.
To set the port number, do one of the following:

¢ Click the arrows to increase or decrease the port number.

e Manually enter a port number in the Port field. The default port number is 5004.

Click OK to save or click Cancel to cancel the changes.
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Routing

The Routing page is used to route a local input, media player, or AES67 stream to a Zone on the
DM-NAX-8ZSA..

NOTE: To receive an AES67 stream from Dante devices, see OLH 1001151.

~ Routing

o

(alsnding

Legend

Zonet

Zone7

5

Inputs(17)

Aesé? TOSLINK1 TOSLINK2

.n.;ms .ompm @ Audio

S/PDIF1

Ll

4 1ot2 B M

S/PDIF2

To route an input to the zones, click the box under the name of the corresponding input.

To route inputs to zones on the device:

* Click the cells corresponding to the desired zone that are to be paired for routing. Once a

route is made, appears. The input that you have selected for a given row will route to
the Zone corresponding to that row in the matrix.

+ Use arrows € or P at the top of the matrix to change pages to view all available inputs.

» To break a given route click 2} or 3¢ .
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https://support.crestron.com/app/answers/detail/a_id/1001151

To select a specific NAX/AES67 stream when AES67 is selected as the source for a Zone, do the
following:

e Click g to display the list of streams available and select the desired stream to be routed
to the specific zone.

Stream Name Network Address
MediaStream6147ff40efe 239.8.0.37
MediaStream2107ff40efe 239.8.041
RCA2600.10.7f.f4.0b.8d 239.8.10.25
Stream0100.10.7£.9¢.9b.06 239.0.14.239
MediaStream61400.10.7fb5.f3.24 239.8.0.8
MediaStream7157ff40efe 239.8.0.38
MediaStream31100.10.7fb5.f3.24 239.8.0.2
RCA1500.10.7.f4.0b.8d 239.8.10.24
MediaStream71500.10.7fb5.f3.24 239.8.0.5
Stream0100.10.7£.05.23.9c 239.57.156.23

M 4 1of5 P M

¢ Click OK to save or click Cancel to cancel the changes.

* To route a single input to all the zones, click on the Input icon.
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Streaming Services

Profiles can be created with discrete credentials to enable multiple users access to media
streaming services without interfering with other users' recommendations, favorites, or playlists

- Streaming Serviees

End User Access

(o]

To configure Streaming Services:

1.

To enable end user access, move the End User Access slider to the right position. To disable

end user access, move the slider to the left position. By default, End User Access is
disabled.

Click the + Add User Profile button to create a new user profile.

Enter a name in the Profile Name field. Click Save to create the User Profile. Once the

profile is created, you have the option to either Delete the profile, or add Services to it.

Click Services on the Action column and an Edit Services window appears.

‘ &, Edit Services

Service Name Actions

TIDAL o &+
@ Spotify m &+
@m SiriusXM +

' Pandora m &+
((iﬂ)j Internet Radio il

@ Podcasts m

~ DONE

5. Select from the available Streaming Services: TIDAL™, Spotify Connect™, SiriusXM?®,

Pandora®, Internet Radio, and Podcasts.
6. Click
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User Authentication

User authentication is required for TIDAL, SiriusXM and Pandora. Click &+ to authorize the user.
To authenticate SiriusXM streaming:

1. Enter the user credentials and click OK.

@, Authorize User x

Username/Email

Password

To authenticate TIDAL streaming:

1. Click on the link to log in to the TIDAL portal.

NOTE: The link is valid for one minute. After one minute, the link expires, and the
Authorize URL is shown as blank. The user needs to be reauthorized.

4, Authorize User x

Authorize URL (expires in: imin) & https:/login.tidal.com/authorize?res...

2. Click DONE to return to Streaming Services.
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To authenticate Pandora streaming:

@, Authorize User x

Authorize URL (expiresin: imin) & https://www.pandora.com/crestrone..,

Enter Code: HB555A95 (7

1. Copy the activation code by clicking the @ icon.
2. Click the link to register the device. The Device Activation page is displayed.

NOTE: The link is valid for one minute. After one minute, the link expires, and the
Authorize URL and Enter Code are shown as blank. The user needs to be reauthorized.

3. Paste the activation code in the Please enter your activation code field and click Activate
Now.

| Device Activation

Set up your device to use Pandora

Step 1 of 3

Please enter your activation code:

Activate Now

4. Login to the Pandora account.

5. Click DONE to return to Streaming Services.
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User Profile Authentication
Spotify Connect supports user profiles. A user profile is used to save or recall presets from a

Spotify Connect account. Click &+ to authorize the user profile.

NOTE: While casting, use the same Spotify account to save presets to the user profile.

1. Enter the user profile credentials and click OK.

&, Authorize User x
Username/Email e
Password

| x_cancer

Port Selection

Port selection enables network traffic to be managed and segregated based on traffic type.
Internal VLANSs are used to route different traffic types to specific external Ethernet ports, and
external Ethernet ports can then be assigned to various traffic types. AES67 or Dante audio can
be separated from the primary video and control network, resulting in a dedicated audio

network.
© CRESTRON (O]
DM-NAX-8ZSA-00107FB58088

LR & security

» System Setup

» Commissioning

» Chimes

» Zones

» Bussing

» Inputs

» NAX Streams

» Routing

» Streaming Services

 Port Selection

Port Selection c

Management | Portl -

Audio/NAX Port2 -
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To configure port selection:

1. To enable the port selection, move the Port Selection slider to the right position. To disable
the port selection, move the slider to the left position. By default, Port Selection is
disabled.

NOTE: Ports 1and 2 correspond to the Ethernet Adapters 1 and 2 on the rear panel of
the DM-NAX-8ZSA, respectively.

2. With the port selection enabled, select an Ethernet port from the Management drop-
down menu to assign traffic type.

NOTES:

e To access streaming services, the Management port must be connected to the
Internet.

e The Management port determines your connection to the web interface.
Changing the port value will result in losing your connection to the device via the
web interface.

3. With the port selection enabled, select an Ethernet port from the Audio/NAX drop-down
menu to assign traffic type.

4. Click Save changes to apply the new settings.
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Security

Click the Security tab to configure security for users and groups and to allow different levels of
access to the DM-NAX-8ZSA functions. By default, security is disabled.

+ Status ¥ Settings & Security # 802 1x Configuration

¥ Security

SSLMode  OFF >

Current User Users Groups

Name adminl
Access Level Administrator
Active Directory User No

Groups Administrators

Change Current User Password

Select Encrypt and Validate, Encrypt, or OFF in the SSL Mode drop-down menu, to specify
whether to use encryption. By default, SSL Mode is set to OFF.
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Current User

Click the Current User tab to view read-only information or to change the password for the

current user.

Name
Access Level
Active Directory User

Groups

Change Current User Password

adminl

Administrator

No

Administrators

lm_

1. Click the Change Current User Password button to provide a new password for the

current user.

2. In the Change Password dialog, enter the current password in the Current Password field,
the new password in the Password field, and then re-enter the same new password in the

Confirm Password field.

Change Password x
|

Current Password  essssssesse

Password ssscssses

Confirm Password  esesseses

v

ox I x oo |

3. Click OK to save or click Cancel to cancel the changes.

Product Manual — Doc. 2045E

DM NAX™ . 63



Users

Click the Users tab to view and edit user settings. The Users tab can be used to add or remove
local and Active Directory users and preview information about users.

Current User Users Groups

Q  Search..

Username AD User Action

- : nEn

Use the Search Users field to enter search term(s) and display users that match the search
criteria.

If users listed in the Users table span across multiple pages, navigate through the list of users by

clicking a page number or by using the left or right arrows at the bottom of the Users pane to
move forward or backward through the pages.

Each page can be set to display 5, 10, or 20 users by using the drop-down menu to the right of
the navigation arrows.

Information about existing users is displayed in table format and the following details are
provided for each user.

e Username: Displays the name of the user.

¢ AD User: Displays whether the user requires authentication using Active Directory.

Click the corresponding button in the Actions column to view detailed user information or
to delete the user.

To create a new user, click the Create User button.
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Create a New Local User

1. Click the Create User button in the User tab.

2. Inthe Create User dialog, enter the following:

Name | test

Active Directory User
Password sssscess
Confirm Password sscsssne

Groups Administrators =

a. Enter a user name in the Name field. A valid user name can consist of alphanumeric
characters (letters a-z, A-Z, numbers 0-9) and the underscore "_" character.

b. Enter a password in the Password field; re-enter the same password in the Confirm
Password field.

c. Assign the access level by selecting one or more groups from the Groups drop-down
list.

NOTE: Make sure that the Active Directory User slider is disabled.

3. Click OK to save or click Cancel to cancel the changes.
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Add an Active Directory User

Users cannot be created or removed from the Active Directory server, but access can be granted
to an existing user in the Active Directory server.

To grant access to an Active Directory user, you can either add the user to a local group on the
DM-NAX-8ZSA, or add the Active Directory group(s) that they are a member of to the
DM-NAX-8ZSA.

To add an Active Directory user.

1. Click the Create User button.

2. In the Create User dialog, enter the following.

Name = Connects\test

Active Directory User 0

Groups Connects v

a. Enter a user name in the Name field in the format “Domain\UserName", for
example "crestronlabs.com\JohnSmith". Valid user names can contain
alphanumeric characters (letters a-z, A-Z, numbers 0-9) and the underscore

uon

character.

b. Select one or more groups from the Groups drop-down list.

NOTE: Make sure that the Active Directory User slider is set to enabled.

3. Click OK to save or click Cancel to cancel the changes.

Delete User

Click the trashcan button (JEl]) in the Actions column to delete the user. Click Yes when
prompted to delete the user or No to cancel the deletion.

After a user is removed from a group, they lose any access rights associated with that group.
Note that the user account is not deleted by the delete user operation.
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View User Details
Click the information button (n) in the Actions column to view information for the selected
user. The User Details dialog displays the following information for the selected user.

¢ Name: Displays the name of the selected user.

¢ Active Directory User: Displays whether the user is an Active Directory user.

e Group: Displays group(s) the selected user is part of.

User Details x

Name adminl
Active Directory User No

Groups Administrators

Click OK to close the User Details dialog and to return to the Users tab.

Update User Details

Update User x

Name adminl

Active Directory User
Password sescecee
Confirm Password ssssssse

Groups Administrators >

1. Click the edit button (IEl] ) in the Actions column to update information for the selected
user.

2. Enter a password in the Password field; re-enter the same password in the Confirm
Password field.

3. Select one or more groups to assign the user to from the Groups drop-down list.

4. Click OK to save or click Cancel to cancel the changes.
The Update User dialog also displays the following read-only information for the selected user.

¢ Name: Displays the name of the user.

¢ Active Directory User: Displays whether the user is an Active Directory user.
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Groups

Click the Groups tab to view and edit group settings. The Groups tab can be used to add local
and Active Directory groups, remove local and Active Directory groups, and preview information
about a group.

Use the Search Groups field to enter search term(s) and display groups that match the search
criteria.

Current User Users Groups

Q. Search.

Group Name AD Group Access Level Action

Administrators No Administrator n
Connects No Connect n
Operators No Operator n u
Programmers No Programmer n n
Users No User n

If groups listed in the Groups table span across multiple pages, navigate through the groups by
clicking a page number or by using the left or right arrows at the bottom of the Groups pane to
move forward or backward through the pages.

Additionally, each page can be set to display 5, 10, or 20 groups by using the drop-down menu to
the right of the navigation arrows.

Existing groups are displayed in a table and the following information is provided for each group:

¢ Group Name: Displays the name of the group.
¢ AD Group: Displays whether the group requires authentication using Active Directory.

e Access Level: Displays the predefined access level assigned to the group (Administrator,
Programmer, Operator, User, or Connect).

Click the corresponding button in the Actions column to view detailed group information (n) or
to delete () selected group.

Click on the Create Group button in the Groups tab to create new group.
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Create Local Group

Create Group %

Name test12
Access Level = Programmer s

Active Directory Group

1. Click the Create Group button.
2. Inthe Create Group dialog, enter the following:
a. Enter the group name in the Name field.

b. Assign the group access level by selecting a predefined access level (Administrator,
Connect, Operator, Programmer, User) from the Access Level drop-down list.

NOTE: Make sure that the Active Directory Group slider is disabled.

3. Click OK to save. Click Cancel to cancel the changes.

Add Active Directory Group

A group cannot be created or removed from the Active Directory server, but access can be
granted to an existing group in Active Directory.

Create Group x

Name  test

Access Level  Administrator i

Active Directory Group c

Once the group is added, all members of that group will have access to the DM-NAX-8ZSA.

1. Click the Create Group button.
2. Inthe Create Group dialog enter the following:

a. Enter the group name in the Name field, for example "Engineering Group”. Note
that group names are case sensitive; a space is a valid character that can be used in
group names.
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3. Assign the group access level by selecting a predefined access level (Administrator,
Connect, Operator, Programmer, User) from the Access Level drop-down list.

NOTE: Make sure that the Active Directory Group slider is enabled.

4. Click OK to save. Click Cancel to cancel the changes.

Delete a Group

Click the trashcan button (n) in the Actions column to delete a group. Click Yes when prompted
to delete the group or No to cancel the deletion.

When a group is deleted, users in the group are not removed from the device or Active Directory
server. However, because a user's access level is inherited from a group(s), users within the
deleted group will lose access rights associated with the group.

View Group Details

Click the information button (&) in the Actions column to view information for the selected
group. The Group Details dialog lists the following information for the selected group.

Name Administrators
Access Level Administrator

Active Directory Group No

¢ Name: Displays the name of the group.
* Access Level: Displays the access level of the group and its users.

¢ Active Directory Group: Displays whether the group is an Active Directory group.

Click OK to close the Group Details dialog and to return to the Groups tab.
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802.1x Configuration

The DM-NAX-8ZSA has built-in support for the 802.1X standard (an IEEE network standard
designed to enhance the security of wireless and Ethernet LANs. The standard relies on the
exchange of messages between the device and the network's host, or authentication server),
allowing communication with the authentication server and access to protected corporate

networks.

#802.1x Configuration

- 802.1x Configuration

IEEE 802.1x Authentication o

Authentication Method

Domain

Username

Password

Enable Authentication Server Validation

Select Trusted Certificate Authoritie(s)

EAP MSCHA

securel2

admin

AAA Certificate Services
AC RAIZ FNMT-RCM

Actalls Authentication Root CA
AffirmTrust Commercial

AffirmTrust Networking

AffirmTrust Premium ECC
AffirmTrust Premium

AmazonRoot CA 1

Amazon Root CA 2

Fd AmazonRootCA3

Firmaprofesional CIF A62634068

Baltimore CyberTrust Root
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To Configure DM-NAX-8ZSA for 802.1X Authentication

1.

Move the IEEE 802.1X Authentication slider to enabled. This will enable all options on the
802.1X dialog.

Select the Authentication method: EAP-TLS Certificate or EAP-MSCHAP V2 Password
according to the network administrator's requirement.

Do either one of the following:

» Select EAP-TLS Certificate, click Action/Manage Certificates to upload the required
machine certificate. The machine certificate is an encrypted file that will be supplied
by the network administrator, along with the certificate password.

e Select EAP-MSCHAP V2 Password, enter the username and password supplied by
the network administrator into the Username and Password fields. This method
does not require the use of a machine certificate, only the user name and password
credentials.

If you enabled the Enable Authentication Server Validation option, this will enable the

Select Trusted Certificate Authoritie(s) list box which contains signed Trusted Certificate
Authorities (CAs) preloaded into the DM-NAX-8ZSA.

Select the check box next to each CA whose certificate can be used for server validation,
as specified by the network administrator.

If the network does not use any of the listed certificates, the network administrator must
provide a certificate, which must be uploaded manually via the Manage Certificates
functionality.

If required, type the domain name of the network in the Domain field.

6. When the 802.1X settings are configured as desired, click Save Changes to save the

changes to the device and reboot it. Click Revert to cancel any changes.
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Access the Web Interface With the Crestron
Toolbox™ Application

To access the web interface by opening a web browser within the Crestron Toolbox™ application,
do the following:

1. Open the Crestron Toolbox application.

2. From the Tools menu, select Device Discovery Tool. You can also access the Device
Discovery Tool by clicking the Device Discovery Tool button ({# ) in the Crestron Toolbox
toolbar. The DM-NAX-8ZSA is discovered and listed in the device list on the left side of the
screen. The associated host name, IP address, and firmware version are also displayed.

NOTE: If there is security software running on the computer, a security alert might be
displayed when the Crestron Toolbox application attempts to connect to the network.
Make sure to allow the connection, so that the Device Discovery Tool can be used.

In the Device Discovery Tool list, double-click your device.

Enter your credentials in the Authentication Required dialog that opens, and then click Log
In.

5. Click the Web Configuration button in the Configuration page displayed on the left side of
the Device Discovery Tool.
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DM-NAX-16AIN

This section describes how to configure DM-NAX-16AIN.

Web Interface Configuration

The DM-NAX-16AIN web interface allows you to view status information and configure network
and device settings.

Access the Web Interface
To access the web interface, do either of the following:

¢ Access the Web Interface with a Web Browser on page 75
* Access the Web Interface With the Crestron Toolbox™ Application on page 105

The web interface is accessed from a web browser. The following table lists operating systems
and their corresponding supported web browsers.

Operating System and Supported Web Browsers
OPERATING SYSTEM SUPPORTED WEB BROWSERS

Windows® operating system | Chrome™ web browser, version 31 and later
Firefox® web browser, version 31 and later
Internet Explorer web browser, version 11 and later
Microsoft Edge web browser

macOS® operating system Safari® web browser, version 6 and later
Chrome web browser, version 31 and later

Firefox web browser, version 31 and later
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Access the Web Interface with a Web Browser

1. Enter the IP address of the DM-NAX-16AIN into a web browser.

NOTE: To obtain the IP address, use the Device Discovery Tool option in Crestron
Toolbox™ application or an IP scanner application.

2. If you are creating a user account for the first time, do the following; otherwise, skip to
step 3.

a. Enter a username in the Username field.

b. Enter a password in the Password field.

c. Re-enter the same password in the Confirm Password field.

X CRESTRON.

A DEVICE FIRST BOOT

Device Administration
LSE name
Password

Confirm Password

d. Click Create User. The Device Administration page appears.

Device Administration
Jsername

Password

© 2021 Crestron Electronics, Inc.
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3. Enter the username in the Username field.
4. Enter the password in the Password field.
5. Click Sign In.
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Action

The Action drop-down menu is displayed at the top right side of the interface and provides quick

access to common device functionalities:

Reboot

Restore

Update Firmware
Download Logs
Manage Certificates
Save Changes

Revert

=30

(& Reboot

D Restore

. Update Firmware
& Download Logs

# Manage Certificates
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Reboot the DM-NAX-16AIN

Certain changes to the settings may require the DM-NAX-16AIN to be rebooted to take effect.
To reboot the device, do the following:

1. Click Reboot in the Actions drop-down menu. The Confirmation message box appears.

The device will be rebooted. Do you want to continue?

v Yes, Reboot Now m
4

“

2. Click Yes, Reboot Now to reboot the device. The Reboot message box appears.
Wait for the device reboot to complete before attempting to reconnect to the device.

Restore to Factory Default Settings

1. Click Restore in the Actions drop-down menu to restore the settings of the DM-NAX-16AIN
to factory defaults.

NOTE: When settings are restored, all settings, including the network settings, will

revert to the factory default. If a static IP address is set, restoring the device to
factory default settings will revert the IP address to the default DHCP mode.

Device will be restored to factory defaults. Continue?

y”

3

2. Click Yes in the Confirmation dialog to restore the DM-NAX-16AIN to factory settings.
Click No to cancel the restore operation.

A dialog is displayed again, indicating that the restore process was successful and that the
device rebooted.

You can also restore to factory settings by pressing and holding the SETUP button on the rear
panel of the device with power disconnected then connect the power supply and continue to hold
SETUP button for 30 seconds.
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Update Firmware

1. Click Update Firmware in the Actions drop-down menu.

2. In the Firmware Upgrade dialog, click + Browse.

Firmware Upgrade x

Browse

3. Locate and select the desired firmware file, and then click Open. The selected firmware file
name is displayed in the Firmware Upgrade dialog.

4. Click Load and wait for the progress bar to complete and for the OK button in the
message to become clickable.

5. Click OK. The device with new firmware can now be accessed.
Download Logs

1. Click Download Logs in the Actions drop-down menu to download the device message logs
for diagnostic purposes.

The log file is downloaded to the Downloads folder of the PC.
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Manage Certificates

Use the Manage Certificates dialog to add, remove, and manage certificates used in 802.1x and
other protected networks.

Manage Certificates x

Root Intermediate Machine Web Server
Q  Search..

Name Expiry Date Action
AAA Certificate Services Dec 3123:59:59 2028 n
AC RAIZ FNMT-RCM Jan 100:00:00 2030 n
ACCVRAIZ1 Dec 31 09:37:37 2030 ﬂ
Actalis Authentication Root CA Sep 22 11:22:02 2030 n
AffirmTrust Commercial Dec 31 14:06:06 2030 n
AffirmTrust Networking Dec 31 14:08:24 2030 n
AffirmTrust Premium Dec 31 14:10:36 2040 n

n 2 3 4 5 » M

1. Click Manage Certificates in the Actions drop-down menu. The following certificate tabs
are displayed:

80 - DM NAX™

¢ Root: The Root certificate is used by the DM-NAX-16AIN to validate the network's

authentication server. The DM-NAX-16AIN has a variety of Root certificates,
self-signed by trusted CAs (Certificate Authorities) preloaded into the device. Root
certificates must be self-signed.

Intermediate: The Intermediate store holds non self-signed certificates that are
used to validate the authentication server. These certificates will be provided by the
network administrator if the network does not use self-signed Root certificates.

Machine: The machine certificate is an encrypted PFX file that is used by the
authentication server to validate the identity of the DM-NAX-16AIN. The machine
certificate will be provided by the network administrator, along with the certificate
password. For 802.1%, only one machine certificate can reside on the device.

Web Server: The Web Server certificate is a digital file that contains information
about the identity of the web server.
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To Add Certificates

Click the corresponding certificate tab.
Click the Add Root Certificate button.

Click the + Browse button.

A w vy

Locate and select the file, and then click the Open button.

NOTE: If the certificate is a Machine Certificate, enter the password provided by the
network administrator.

5. Click OK. This will add the certificate to the list box, displaying the file name and expiration
date.

The certificate is now available for selection and can be loaded to the device.
To Delete Certificates

1. Click the corresponding certificate tab.
2. Click the trashcan button (n) in the Actions column to delete the certificate.

3. Click Yes when prompted to delete the certificate or No to cancel the deletion.

Save Changes

Click Save Changes to save any changes made to the configuration settings.

Revert

Click Revert to revert the device back to the last saved configuration settings.
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Status

The Status tab is the first page displayed when opening the interface of the DM-NAX-16AIN. It
displays general information about the DM-NAX-16AIN (such as Model Name, Firmware Version,
and Serial Number) and current network settings (such as Host Name and IP Address, etc.).

The Status tab can be accessed at any time by clicking the Status tab of the DM-NAX-16AIN

interface.
e
DM-NAX-16AIN-00107FF41E53 [ v Acton [ -]

ST & Scttings  @Security  #802.1x Configuration

» Device

» Network

» Control System

Information displayed on the Status tab is organized into different sections.

Device
The Device section displays the Model, Firmware Version, and Serial Number of the
DM-NAX-16AIN.

[

DM-NAX-16AIN-00107FF41E53

+ More Details

» Network

» Control System
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Click + More Details to review additional information about the DM-NAX-16AIN.

DM-NAX-16AIN-00107FF41E53 .

- More Details

DM-NAX-16AIN 2.

Network

The Network section displays network-related information about the DM-NAX-16AIN, including
the Hostname, Domain Name, and DNS Servers.

« Network

Hostname DM-NAX-16AIN-00107FF41E53
Domain Name
Primary Static DNS

Secondary Static DNS

= Adapter 1

DHCP  Yes
IP Address  10.254.68.87
Subnet Mask  255.255.0.0
Default Gateway  10.254.68.1
Link Active  true

MAC Address  00.10.7ff4.1e.53

NOTE: By default, the host name of the DM-NAX-16AIN consists of the model name followed
by the MAC address of the device. For example, DM-NAX-16AIN-O0107FF41E53.

Click + Adapter 1 to display an expanded section that shows additional information. If + Adapter
1is selected, click - Less details to collapse the section.

NOTE: The + Adapter 2 option appears when the dual Ethernet ports on the DM-NAX-16AIN
are set to isolate traffic.
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Control System

The Control System section displays connection information, consisting of the following:

~ Control System

= IPTable

IPID Room ID. IP Address/Hostname Type Server Port Connect tion Status

¢ Encrypt Connection: ON or OFF

e |P ID: Reports the currently used IP ID of the DM-NAX-16AIN
» |P Address/Hostname: The IP address of the control system
¢ Room ID: Displays the room ID

e Status: OFFLINE or ONLINE
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Settings

The Settings tab enables you to configure the DM-NAX-16AIN settings. The Settings page can be
accessed at any time by clicking the Settings tab of the DM-NAX-16AIN interface.

Information displayed on the Settings tab is organized into different sections.

System Setup

The System Setup section displays information about the Date/Time, Auto Update, Network,
and Control System.

£+ Settings & Security #802.1x Configuration

 System Setup

+ Date/Time

+ Auto Update

+ Network

+ Control System
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Date/Time
Use the Date/Time section to configure the date and time settings of the DM-NAX-16AIN.

- Date/Time
Synchronization
Time Synchronization c
f+ Synchronize Now

NTP Time Servers
Address Port Authentication Method Authentication Key Key ID

poolntp.org 123 None

Configuration

TimeZone | (UTC -05:00) Eastern Time (US & Ca
Date | 09/21/2021

Time | 12:12

Time Synchronization

1. Move the Time Synchronization slider to specify whether time synchronization will be
enabled (right) or disabled (left). By default, time synchronization is enabled.
In the NTP Time Servers, enter the URL of the NTP or SNTP server.

3. Click Synchronize Now to perform time synchronization between the device's internal
clock and the time server.

Time Configuration

1. Click on the Time Zone drop-down menu to select the applicable time zone.

2. In the Date field, enter the current date.

3. In the Time (24hr Format) field, enter the current time in 24-hour format.
Click the Save Changes button to save the settings.

Click Revert from the Actions drop-down menu to revert to the previous settings without saving.
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Auto Update

The DM-NAX-16AIN can be automatically updated with the latest firmware at scheduled
intervals.

— AutoUpdate
Auto Update o
Custom URL
Custom URL Path
Schedule
Day of Week Daily ~

Time of Day 02:13

Poll Interval 0 Minutes

Update Now

1. Using the Crestron Auto Update Tool, generate a manifest file. The file is placed on an FTP
(File Transfer Protocol) or SFTP (Secure File Transfer Protocol) server.

2. To enable auto update, move the Auto Update slider to the right position.
Define the URL to download the updates by doing either of the following:
a. Use the default URL to download the updates from the Crestron server.

b. Use a custom URL. To enable a custom URL, move the Custom URL slider to the
right position. In the Custom URL Path text box, enter the path to the manifest file
in the FTP or SFTP URL format.

4. Set a schedule for the automatic firmware update by doing either of the following:
a. Select the desired Day of Week and Time of Day (24-hour format) values.

b. Set the Poll Interval by entering a value from 60 to 65535 minutes. A value of O
disables the Poll Interval.

5. Click Save Changes.

Clicking Update Now causes the firmware to be updated at the current time; however, the
schedule that is set in step 4 above remains in effect.
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Network

The Network section displays network-related information about the DM-NAX-16AIN, including
the Host Name, Domain, Primary Static DNS, and Secondary Static DNS.

= Network

Hostname DM-NAX-16AIN-00107FF41E53
Domain
Primary Static DNS

Secondary Static DNS

Adapter

once @O

IP Address
Subnet Mask

Default Gateway

NOTE: By default, the host name of the DM-NAX-16AIN consists of the model name followed
by the MAC address of the device. For example, DM-NAX-16AIN-O0107FF41E53.

Adapter 1
Displays DHCP, IP Address, Subnet Mask, and Default Gateway.

NOTE: The + Adapter 2 option appears when the dual Ethernet ports on the DM-NAX-16AIN
are set to isolate traffic.

Configure DHCP
Set the DHCP slider to enabled (right) or disabled (left) to specify whether the IP address of the
DM-NAX-16AIN is to be assigned by a DHCP (Dynamic Host Configuration Protocol) server.

¢ Enabled: When DHCP is enabled (default setting), the IP address of the DM-NAX-16AIN is
automatically assigned by a DHCP server on the local area network (LAN) for a
predetermined period of time.

» Disabled: When DHCP is disabled, manually enter information in the following fields:
° Primary Static DNS: Enter a primary DNS IP address.
° Secondary Static DNS: Enter a secondary DNS IP address.
° |P Address: Enter a unique IP address for the DM-NAX-16AIN.
°© Subnet Mask: Enter the subnet mask that is set on the network.
o Default Gateway: Enter the IP address that is to be used as the network’s gateway.

To save any new network entries, click Save Changes.
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Control System

= Control System

Encrypt Connection

IPTable

IPID IP Address/Hostname Room ID

No records found

1. Move the Encrypt Connection slider to specify whether the encryption will be enabled
(right) or disabled (left). By default, Encrypt Connection is enabled.

Enter the username in the Control System Username field.
Enter the password in the Control System Password field.
Enter the Room ID in the Room ID field.

Enter the IP ID of the DM-NAX-16AIN in the IP ID field.

Enter the IP address or hostname of the control system in the IP Address/Hostname field.

N o o~ wN

Click the Save Changes button to save the new entries. The Control System Save message
box appears, indicating that the control system settings were saved successfully. Click the
Revert button to revert to the previous settings without saving.

Commissioning

The Commissioning section displays the following information:

« Commissioning

Starting Multicast Address 239.8.3.5

Last Used Multicast Address  239.8.3.36

Click Assign Addresses to give each DM NAX transmitter in the DM-NAX-16AIN a unique
multicast address beginning with the specified Starting Multicast Address. The valid range is
239.8.0.0 to 239.127.255.255.

NOTE: This will begin transmitting multicast traffic on your network, refer to the General
Network Reqguirements document for details.
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Inputs

The Inputs menu is used to configure Name, Compensation, and Mute attributes of the available
analog and digital inputs on the DM-NAX-16AIN.

~ Inputs

— = Input saved)

Name Signal Present Clipping Detected Mute

4 Mute

4 Mute

4 Mute

@ Mute

© Mute

© Mute

4 Mute

4 Mute

4 Mute

2
]
g
H
OO0 0O 0 O0lol0olI0o Ol

@ Mute

ief2 > M

Configure Inputs

1. If needed, edit the name of the input in the Name field.
2. To configure the compensation, do one of the following:

¢ Move the Compensation slider to the right to increase or to the left to decrease the
compensation.
Compensation increases the level of the high and low frequencies. Compensation is
used while listening to low-volume levels to compensate because as the loudness of
audio decreases, the ear's lower sensitivity to extreme high and low frequencies may
cause these signals to fall below the hearing threshold.

e Click the db arrows to increase or decrease the compensation. Values range from
-10 db to 10 db, adjustable in 1 db increments.

* Manually enter a value in the Compensation field.
3. To mute the signal from the corresponding input, click the Mute button. To disable the
mute, click the Muted button. By default, Mute is disabled.

Monitor the input signal using Signal Present and Clipping Detected. Use P> at the bottom of
the matrix to view the digital inputs.
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DM NAX Streams

DM NAX AolP supports the AES67 standard. AES67 support allows an audio source to be
transmitted as an AES67 source.

Click NAX Streams to display the following information.

~ NAX Streams.

Device is Master PTP Clock Source No

Master Clock Status ~ 00107£fffe.fF4062b

PTPPriority 254 a

— = Transmitters (Autosaved)

Input Name Stream Nax Stream Address Nax Stream Name Status Actions
Analogl Stream01 0000 Analog1100.10.7f4.1e.53 Stream Stopped &
Analog2 Stream02 0000 Analog2200.10.7¢f4.1e.53 &
Analog3 Stream03 0000 Analog3300.10.7f4.1e.53 &
Analog4 Stream04 0000 Analog4400.10.7¢4.1e.53 &
Analog5 0000 Analog5500.10.7¢4.1e.53 &
Analogé 0000 Analogé600.10.7¢/4.1e.53 &
Analog? 0000 An 10.74f41e53 &
Analog8 00 alog8800.10.7¢£4.12.53 &
S/PDIFL Stream0? 0000 S/PDIF1900.10.76/4.1e.53 o

e Device is Master PTP Clock Source indicates whether the device is the master for PTP on
the network. Yes will be displayed in green when the local DM-NAX-16AIN is the PTP clock
master and No will be displayed in red when another PTP clock on the network is operating
as the master clock.

¢ Master Clock Status displays the Master Clock ID of the device on the network that acts
as the Master Clock.

e PTP Priority: This sets the priority of the device over other DM NAX devices. Set a value
between 1 and 255. The default setting is 254 so that the DM-NAX-16AIN will only operate
as clock master if no other PTP master is present on the network.
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Configure Transmitters

— - T itters (.

Input Name Stream Nax Stream Address NaxStre Status Actions
Analogl Stream01 0000 e53 Stream Stopped &
Analog2 Stream02 0000 Analog2200.10.7ff4.1e.53 Stream Stopped -]
Analog3 Stream03 0000 Analog3300.10.7¢f4.1253 Stream Stopped o
Analog4 Stream04 0000 Analog4400.107f74.1e.53 Stream Stopped o
Analogs Stream05 0000 Analog5500.10.7Ff4.12.53 Stream Stopped ]
Analog6 Stream06 0000 Analog6600.10.7774.12.53 Stream Stopped o
Analog7 Stream07 0000 Analog7700.10.7ff4.1253 Stream Stopped ]
Analog8 Stream08 0000 Analog8800.10.7574.1e.53 Stream Stopped o
S/PDIFL Stream09 0000 $/PDIF1900.10.76f4.1e.53 Stream Stopped o
S/PDIF2 Stream10 0.0.00 S/PDIF21000.10.7£f4.1e.53 Stream Stopped o

lof2 > M

To configure a DM NAX transmit stream for any of the available inputs, do the following.

1. Enter a validated Multicast address in the NAX Stream Address field.

2. Enter a name in the NAX Stream Name field by which the stream can be identified, as it is
associated with the Multicast/NAX Stream Address by other NAX or AES67 devices.

3. Status indicates whether the stream is active or not. When the stream has started or
stopped, the Status column will update accordingly.

4. Click the configure button (£#) in the Actions column. The Configure dialog appears.

Auto Initiation

Port | 5004 a

5. To enable auto initiation, move the Auto Initiation slider to the right position. To disable
auto initiation, move the slider to the left position.

e If Auto Initiation is enabled for the input, the stream will begin automatically, and
will be available as a Multicast stream on your network at the specified address.

e If Auto Initiation is disabled for the input, the stream will not begin until it is
manually initiated.

6. To configure the port number, do one of the following:
¢ Click the arrows to increase or decrease the port number.
¢ Manually enter a port number in the Port field. The default port number is 5004.

7. Click OK to save or click Cancel to cancel the changes.
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Port Selection

Port selection enables network traffic to be managed and segregated based on traffic type.
Internal VLANSs are used to route different traffic types to specific external Ethernet ports, and
external Ethernet ports can then be assigned to various traffic types. AES67 or Dante audio can
be separated from the primary video and control network, resulting in a dedicated audio
network.

« Port Selection

Port Selection D

Management Port1 =

Audio/NAX Port2 i

To configure port selection:

1. To enable the port selection, move the Port Selection slider to the right position. To disable
the port selection, move the slider to the left position. By default, Port Selection is
disabled.

2. With the port selection enabled, select an Ethernet port from the Management
drop-down menu to assign traffic type.

NOTE: The Management port controls your connection to the web interface. Changing
the port value will result in losing your connection to the device via the web interface.

3. With the port selection enabled, select an Ethernet port from the Audio/NAX drop-down
menu to assign traffic type.

4. Click Save changes to apply the new settings.
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Security

Click the Security tab to configure security for users and groups and to allow different levels of
access to the DM-NAX-T6AIN functions . By default, security is disabled.

=10

DM-NAX-16AIN-00107FF41E53

v Status RSV % 802.1x Configuration

~ Security

SSLMode ~ OFF

[N  Users  Groups

Name  admin
AccessLevel Administrator
Active Directory User No

Groups  Administrators

Change Current User Password

Select Encrypt and Validate, Encrypt, or OFF in the SSL Mode drop-down menu, to specify
whether to use encryption. By default, SSL Mode is set to OFF.
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Current User

Click the Current User tab to view read-only information or to change the password for the

current user.

Name
Access Level
Active Directory User

Groups

Change Current User Password

W_

admin
Administrator
No

Administrators

1. Click the Change Current User Password button to provide a new password for the

current user.

2. In the Change Password dialog, enter the current password in the Current Password field,
the new password in the Password field, and then re-enter the same new password in the

Confirm Password field.

Change Password

Current Password eescsssssse

Password sesssseee

Confirm Password  esssseses

3. Click OK to save or click Cancel to cancel the changes.
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Users

Click the Users tab to view and edit user settings. The Users tab can be used to add or remove
local and Active Directory users and preview information about users.

Current User Users Groups

Q  Search..

Username AD User Action

- : nEn

Use the Search Users field to enter search term(s) and display users that match the search
criteria.

If users listed in the Users table span across multiple pages, navigate through the list of users by

clicking a page number or by using the left or right arrows at the bottom of the Users pane to
move forward or backward through the pages.

Each page can be set to display 5, 10, or 20 users by using the drop-down menu to the right of
the navigation arrows.

Information about existing users is displayed in table format and the following details are
provided for each user.

e Username: Displays the name of the user.

¢ AD User: Displays whether the user requires authentication using Active Directory.

Click the corresponding button in the Actions column to view detailed user information or
to delete the user.

To create a new user, click the Create User button.
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Create a New Local User

1. Click the Create User button in the User tab.

2. In the Create User dialog, enter the following:

Name

Active Directory User

Password

Confirm Password

Groups

test

Administrators

a. Enter a user name in the Name field. A valid user name can consist of alphanumeric

characters (letters a-z, A-Z, numbers 0-9) and the underscore

uon

character.

b. Enter a password in the Password field; re-enter the same password in the Confirm
Password field.

c. Assign the access level by selecting one or more groups from the Groups drop-down

list.

NOTE: Make sure that the Active Directory User slider is disabled.

3. Click OK to save or click Cancel to cancel the changes.
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Add an Active Directory User

Users cannot be created or removed from the Active Directory server, but access can be granted
to an existing user in the Active Directory server.

To grant access to an Active Directory user, you can either add the user to a local group on the
DM-NAX-16AIN, or add the Active Directory group(s) that they are a member of to the
DM-NAX-16AIN.

To add an Active Directory user.

1. Click the Create User button.

2. In the Create User dialog, enter the following.

Name = Connects\test

Active Directory User 0

Groups Connects v

a. Enter a user name in the Name field in the format “Domain\UserName", for
example "crestronlabs.com\JohnSmith". Valid user names can contain
alphanumeric characters (letters a-z, A-Z, numbers 0-9) and the underscore

uon

character.

b. Select one or more groups from the Groups drop-down list.

NOTE: Make sure that the Active Directory User slider is set to enabled.

3. Click OK to save or click Cancel to cancel the changes.

Delete User

Click the trashcan button (JEl]) in the Actions column to delete the user. Click Yes when
prompted to delete the user or No to cancel the deletion.

After a user is removed from a group, they lose any access rights associated with that group.
Note that the user account is not deleted by the delete user operation.
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View User Details
Click the information button (n) in the Actions column to view information for the selected
user. The User Details dialog displays the following information for the selected user.

¢ Name: Displays the name of the selected user.

¢ Active Directory User: Displays whether the user is an Active Directory user.

e Group: Displays group(s) the selected user is part of.

User Details x

Name adminl
Active Directory User No

Groups Administrators

Click OK to close the User Details dialog and to return to the Users tab.

Update User Details

Update User x

Name adminl

Active Directory User
Password sescecee
Confirm Password ssssssse

Groups Administrators >

1. Click the edit button (IEl] ) in the Actions column to update information for the selected
user.

2. Enter a password in the Password field; re-enter the same password in the Confirm
Password field.

3. Select one or more groups to assign the user to from the Groups drop-down list.

4. Click OK to save or click Cancel to cancel the changes.
The Update User dialog also displays the following read-only information for the selected user.

¢ Name: Displays the name of the user.

¢ Active Directory User: Displays whether the user is an Active Directory user.
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Groups

Click the Groups tab to view and edit group settings. The Groups tab can be used to add local
and Active Directory groups, remove local and Active Directory groups, and preview information
about a group.

Use the Search Groups field to enter search term(s) and display groups that match the search
criteria.

Current User Users Groups

Q. Search.

Group Name AD Group Access Level Action

Administrators No Administrator n
Connects No Connect n
Operators No Operator n u
Programmers No Programmer n n
Users No User n

If groups listed in the Groups table span across multiple pages, navigate through the groups by
clicking a page number or by using the left or right arrows at the bottom of the Groups pane to
move forward or backward through the pages.

Additionally, each page can be set to display 5, 10, or 20 groups by using the drop-down menu to
the right of the navigation arrows.

Existing groups are displayed in a table and the following information is provided for each group:

¢ Group Name: Displays the name of the group.
¢ AD Group: Displays whether the group requires authentication using Active Directory.

e Access Level: Displays the predefined access level assigned to the group (Administrator,
Programmer, Operator, User, or Connect).

Click the corresponding button in the Actions column to view detailed group information (n) or
to delete () selected group.

Click on the Create Group button in the Groups tab to create new group.
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Create Local Group

Create Group %

Name test12
Access Level = Programmer s

Active Directory Group

1. Click the Create Group button.
2. Inthe Create Group dialog, enter the following:
a. Enter the group name in the Name field.

b. Assign the group access level by selecting a predefined access level (Administrator,
Connect, Operator, Programmer, User) from the Access Level drop-down list.

NOTE: Make sure that the Active Directory Group slider is disabled.

3. Click OK to save. Click Cancel to cancel the changes.

Add Active Directory Group

A group cannot be created or removed from the Active Directory server, but access can be
granted to an existing group in Active Directory.

Create Group x

Name  test

Access Level  Administrator i

Active Directory Group c

Once the group is added, all members of that group will have access to the DM-NAX-16AIN.

1. Click the Create Group button.
2. Inthe Create Group dialog enter the following:

a. Enter the group name in the Name field, for example "Engineering Group”. Note
that group names are case sensitive; a space is a valid character that can be used in
group names.
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3. Assign the group access level by selecting a predefined access level (Administrator,
Connect, Operator, Programmer, User) from the Access Level drop-down list.

NOTE: Make sure that the Active Directory Group slider is enabled.

4. Click OK to save. Click Cancel to cancel the changes.

Delete a Group

Click the trashcan button (n) in the Actions column to delete a group. Click Yes when prompted
to delete the group or No to cancel the deletion.

When a group is deleted, users in the group are not removed from the device or Active Directory
server. However, because a user's access level is inherited from a group(s), users within the
deleted group will lose access rights associated with the group.

View Group Details

Click the information button (&) in the Actions column to view information for the selected
group. The Group Details dialog lists the following information for the selected group.

Name Administrators
Access Level Administrator

Active Directory Group No

¢ Name: Displays the name of the group.
* Access Level: Displays the access level of the group and its users.

¢ Active Directory Group: Displays whether the group is an Active Directory group.

Click OK to close the Group Details dialog and to return to the Groups tab.
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802.1x Configuration

The DM-NAX-16AIN has built-in support for the 802.1X standard (an IEEE network standard
designed to enhance the security of wireless and Ethernet LANs. The standard relies on the
exchange of messages between the device and the network's host, or authentication server),
allowing communication with the authentication server and access to protected corporate
networks.

#302.1x Configuration

* 802.1x Configuration

IEEE 802.1x Authentication c

Authentication Method EAPMSCHAPV2-

Domain securel2
Username | admin
Password | esessess

Enable Authentication server Validation ()
Select Trusted Certificate Authoritie(s) Q

AAA Certificate Services
AC RAIZ FNMT-RCM

Actalis Authentication Root CA
AffirmiTrust Commereial

AdffirmTrust Metworking
rmTrust Premium ECC
AffirmTrust Premium

Amazon Root CA1

Amazon Root CA 2
Amazon Root CA 3

Amazon Root CA 4

ion Firmaprofesional CIF A626340658

Baltimore CyberTr
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To Configure DM-NAX-16AIN for 802.1X Authentication

1.

Move the IEEE 802.1X Authentication slider to enabled. This will enable all options on the
802.1X dialog.

Select the Authentication method: EAP-TLS Certificate or EAP-MSCHAP V2 Password
according to the network administrator's requirement.

Do either one of the following:

» Select EAP-TLS Certificate, click Action/Manage Certificates to upload the required
machine certificate. The machine certificate is an encrypted file that will be supplied
by the network administrator, along with the certificate password.

e Select EAP-MSCHAP V2 Password, enter the username and password supplied by
the network administrator into the Username and Password fields. This method
does not require the use of a machine certificate, only the user name and password
credentials.

If you enabled the Enable Authentication Server Validation option, this will enable the

Select Trusted Certificate Authoritie(s) list box which contains signed Trusted Certificate
Authorities (CAs) preloaded into the DM-NAX-16AIN.

Select the check box next to each CA whose certificate can be used for server validation,
as specified by the network administrator.

If the network does not use any of the listed certificates, the network administrator must
provide a certificate, which must be uploaded manually via the Manage Certificates
functionality.

If required, type the domain name of the network in the Domain field.

6. When the 802.1X settings are configured as desired, click Save Changes to save the

changes to the device and reboot it. Click Revert to cancel any changes.
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Access the Web Interface With the Crestron
Toolbox™ Application

To access the web interface by opening a web browser within the Crestron Toolbox™ application,
do the following:

1. Open the Crestron Toolbox application.

2. From the Tools menu, select Device Discovery Tool. You can also access the Device
Discovery Tool by clicking the Device Discovery Tool button ({# ) in the Crestron Toolbox
toolbar. The DM-NAX-16AIN is discovered and listed in the device list on the left side of the
screen. The associated host name, IP address, and firmware version are also displayed.

NOTE: If there is security software running on the computer, a security alert might be
displayed when the Crestron Toolbox application attempts to connect to the network.
Make sure to allow the connection, so that the Device Discovery Tool can be used.

In the Device Discovery Tool list, double-click your device.

Enter your credentials in the Authentication Required dialog that opens, and then click Log
In.

5. Click the Web Configuration button in the Configuration page displayed on the left side of
the Device Discovery Tool.
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Resources

The following resources are provided for the DM NAX™.

NOTE: You may need to provide your Crestron.com web account credentials when prompted
to access some of the following resources.

Crestron Support and Training

e Crestron True Blue Support

e Crestron Resource Library
e Crestron Online Help (OLH)
e Crestron Training Institute (CTI) Portal

Programmer and Developer Resources

e help.crestron.com: Provides help files for Crestron programming tools such as SIMPL,
SIMPL#, and Crestron Toolbox™ software

» developer.crestron.com: Provides developer documentation for Crestron APIs, SDKs, and
other development tools

Product Certificates

To search for product certificates, refer to support.crestron.com/app/certificates.
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